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Minnesota Must Take the Lead to Protect

Social Security Information, Private Data

By State Rep. Jim Davnie
Guest Columnist

Recent news accounts that Social Se-
curity numbers of up to 150,000 people
who received grants from the U.S. De-
partment of Agriculture were posted on
a government website brought new ur-
gency to discussions surrounding data
privacy and consumer protection. While
the Agriculture Department has removed
the data and offered free credit monitor-
ing to those individuals affected by the
breach, it raises the question about who
must be ultimately responsible for pro-
tecting sensitive personal information.

Originally, a Social Security number
was a way for the government to track
your earnings and pay retirement ben-
efits. But over the years, it has become
much more than that. It is the key to a
lot of personal information and is com-
monly used as a form of identification by
both private businesses and govern-
ment agencies. In addition to legitimate
uses like tax returns, student loan appli-
cations, mortgage transactions and mu-
tual fund purchases, Social Security
numbers were often used for things like
student IDs, health insurance forms and
insurance cards.

While these uses are being phased
out gradually, there is also an emerging
hidden market in which companies use
Social Security numbers and other per-
sonal data as a commodity to be bought
and sold. This widespread use of Social
Security numbers in both the public and
private sectors, combined with their key
role in identity theft, has raised impor-
tant worries about the ability of identity

thieves to gain access to them.

As concerns about identity theft have
grown, opinions about data security
have evolved. Early in the decade, con-
sumers were advised to shred personal
documents and remove Social Security
numbers from their checks. Clearly, how-
ever, this approach left the burden of re-
sponsibility to the consumer. As Internet
crime and identity theft has increased,
people purchase costly software to pro-
tect personal data, again an approach
that puts the bulk of the burden on indi-
viduals.

Once an individual has turned their So-
cial Security number over to a private or
government entity, it should be incum-
bent upon that entity to protect it. Min-
nesota has been on the leading edge of
recognizing that responsibility. Biparti-
san legislation over the past few years
has been enacted to protect Social Secu-
rity numbers and other private data
such as credit card numbers. In 2005,
we required private companies and the
state to notify consumers if their private
data had been breached. In 2006, we
established the gold standard of identity
theft protections by enacting a law that
allows consumers to place a freeze on
their credit reports for free if they are
victims of identity theft, and for a mini-
mal fee if they are not. We also prohib-
ited the sale, lease or loan of Social
Security numbers by businesses; how-
ever businesses that had already been
selling, leasing or lending those num-
bers were allowed to continue. This
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Legislative Update

As of May 15, 2007, the Omnibus Data Practices bill
(Senate File 596/House File 1360) has passed unani-
mously in both the Minnesota House and Senate. A
conference committee has been named with the fol-
lowing members: (House) Simon, Holberg, Hillstrom,
Hortman and Kahn; (Senate) Olson, Moua, Betzold,
Limmer and Metzen.

As in past years, the bill contains a variety of techni-
cal and substantive changes, some of which impact
only specific government entities and others that im-
pact all entities subject to the Data Practices Act.

To find the current status or version of the bill
online, go to www.leg.state.mn.us/leg/legis.asp
and enter sf596 in the bill number box for Senate bills.
Among the issues the bill addresses:

e Classification of data at the departments of
Transportation and Revenue, and the Metropolitan
Council;

e Extending the traveling data provision to the
Judicial Branch;

e Data subject access to CriMNet’s integrated
search services;

e Technical change to substitute the longer phrase,
“state agency, political subdivision and statewide
system” for the shorthand-defined term of “gov-
ernment entity;”

e Social Security number changes;

e Access to drivers license photos by public defend-
ers and criminal justice agencies; and

¢ Increased penalties for violation of the Data
Practices Act.

From the IPAD Toolbox

Certain federal laws require that Minnesota govern-
ment entities collect an individual's Social Security
number (SSN). But according to the Federal Privacy
Act of 1974 (5 U.S.C. 552a note - Disclosure of Social
Security Number), if there is no federal law requiring
the collection of an individual’s SSN, and an entity
asks for the SSN, the entity may not deny the indi-
vidual any right, benefit or privilege if the individual
refuses to provide his or her SSN. Thus, the only time
an individual must provide his/her SSN to a Minnesota
government entity is when federal law requires it.

Some federal laws that require the collection of an
individual’s SSN include:

e The Tax Reform Act of 1976 (42 U.S.C. 2025(e)(1))
— Authorizes the collection of SSNs for tax, public
assistance, driver’s license, or motor vehicle func-
tions;

e The Family Support Act of 1988 (42 U.S.C.
3543(a)) — Requires states to obtain parents’
SSNs before issuing a birth certificate unless
there is good cause for not requiring the number;

e The Higher Education Act Amendments of 1996
(31 U.S.C. 7701(c)) — Authorizes the secretary of
education to include the SSNs of parents of de-
pendent students on certain financial assistance
forms; and

e The Personal Responsibility and Work Opportunity
Reconciliation Act of 1996 (42 U.S.C. 666(a)(13)) —

The following websites provide links to helpful
information discussing issues surrounding the col-
lection and use of Social Security numbers:

Social Security Administration
Identity Theft and Your Social Security Number
www.ssa.gov/pubs/10064.html

Federal Trade Commission
Identity Theft and Social Security Numbers
www.ftc.gov/os/testimony/040928test.shtm

Privacy Rights Clearinghouse
Social Security Numbers:
Frequently Asked Questions
www.privacyrights.org/fs/fs10a-ssnfaq.htm

My Social Security Number: How Secure Is It?
www.privacyrights.org/fs/fs10-ssn.htm

Electronic Privacy Information Center (EPIC)
Social Security Number Privacy Page
www.epic.org/privacy/ssn

Mandates that states have laws in effect that re-
quire collection of SSNs on various license applica-
tions, divorce and child support documents and
death certificates.
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If an entity does not have federal authority to re-
quire an individual to provide his/her SSN, but wants
to collect the SSN, the entity must consider the lan-
guage in Minnesota Statutes, section 13.05, subdivi-
sion 3, that limits collection to situations that are
necessary for the administration and management of
programs authorized by state and federal law or local
ordinance.

In addition, federal and state laws require that enti-
ties provide a specific notice when collecting an
individual’s SSN. (These notice requirements do not
apply if an entity collects an adult individual’s SSN
from another adult individual.) IPAD has prepared two

new information pieces about the collection of SSNs.
They are available on IPAD’s website,
www.ipad.state.mn.us/other_infomat.html.

Finally, as the crime of identity theft continues to
grow, some organizations — public and private — are
voluntarily eliminating their reliance on the SSN as an
identifier. And, it is important to note, in 2005, the
Minnesota Legislature enacted language that gener-
ally prohibits private entities, the University of Minne-
sota, and Minnesota State Colleges and Universities
from assigning or using an individual’s SSN as an
identifier or part of an identifier. (Minnesota Statutes,
section 325E.59.)

The Carpenter

Opinion H

The following are highlights of recent advisory opinions
by the Commissioner of Administration. All Opinions are
available on the IPAD website, www.ipad.state.mn.us.

07-009: An individual asked whether School Dis-
trict 720, Shakopee, violated the data practices rights
of a student relating to the district’s collection of cer-
tain information. The Commissioner opined that be-
cause the district seemingly collected private data
about the student from the student, the district
should have provided the student with a Tennessen
warning notice. (See Minnesota Statutes, section
13.04, subdivision 2.) In addition, the Commissioner
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ing 651.296.6733.

For TTY communication, contact the Minnesota Relay
Service at 800.627.3529 and ask them to place a call to
651.296.6733.

Copyright 2007 by the State of Minnesota, Depart-
ment of Administration, Information Policy Analysis Divi-
sion. All rights reserved.

opined that because the district did not provide the

required notice, the district could not use the data it
collected.

07-010: The Inter Faculty Organization (IFO)
asked whether Minnesota State University Moorhead
(MSUM), which is a part of the Minnesota State Col-
leges and Universities System (MnSCU), properly de-
nied access to a request for contingency plans MSUM
may have for strikes by any groups of employees at
MSUM. MSUM denied access to the data based on Min-
nesota Statutes, section 13.37, subdivision 1(a) — se-
curity information, and subdivision 1(c) — labor
relations information. The Commissioner opined it is
possible that some of the strike plan data are security
information but that the data do not appear to fall un-
der the definition of labor relations information.
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year, legislation has been introduced to close that
loophole while balancing the real need to use the
data in necessary transactions.

A recent congressional report found that federal
workers at 19 different agencies have lost personal
information, potentially affecting thousands of em-
ployees and the public. Similar incidents have oc-
curred in state agencies as well. Beyond tightening
practices regarding the use of sensitive data, Minne-
sota can take the lead again to ensure private and
public entities are responsibly protecting our informa-
tion at the highest possible level.

Jim Davnie is the State Representative for Minnesota
House District 62A and Chair of the House Labor and
Consumer Protection Division.
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